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Abstract

v

Content-based image retrieval (CBIR) applications have been @'&eveloped
along with the increase in the quantity, availability and impon@ images in our

daily life.

However, the wide deployment of CBIR scheme @ [imited by its the severe
computation and storage requirement. In per, we propose a privacy-
preserving content-based image retrieva s& e, which allows the data owner to
outsource the image database and C %rv ce to the cloud, without revealing the
actual content of the database to$ server.

Local features are utili to esent the images, and earth mover’s distance
(EMD) is employed t e the similarity of images. The EMD computation is
essentially a linear ming (LP) problem.

The proposed schemetransforms the EMD problem in such a way that the cloud
server can solve it without learning the sensitive information. In addition, local
sensitive hash (LSH) is utilized to improve the search efficiency. The security
analysis and experiments show the security and efficiency of the proposed scheme.




EXxisting system

b wide deployment of CBIR scheme has been limited b &(e severe
computation and storage requirement. In this paper,& pose a privacy-
preserving content-based image retrieval scheme allows the data owner to

outsource the image database and CBIR se& e cloud, without revealing the

er.

actual content of the database to th

» Local features are utilize Sent the images, and earth mover’s distance
(EMD) is employe% e the similarity of images. The EMD computation is

essentially a linear ppegramming (LP) problem.




Disadvantages

» The need for efficient storage and retrieval of images is reinforc@&' increase
of largescale image databases among all kinds of areas.

» Meanwhile, as an emerging technology, Cont ﬁ Image Retrieval (CBIR)
ép u

shows enough promise and maturity to | in many real-world image

retrieval/matching applications. %
»  For example, clinicians may us IR to retrieve the similar cases of the patients

to facilitate the clin@slon-making process




Proposed system

»  We propose a privacy-preserving content-based image retriev sc%’e, which
allows the data owner to outsource the image database IR service to the

cloud, without revealing the actual content of the 1? to the cloud server.
S

» Local features are utilized to represent t , and earth mover’s distance

(EMD) is employed to evaluate t ity of images. The EMD computation is

essentially a linear progra problem.
» The proposed schw orms the EMD problem in such a way that the cloud
server can solve it without learning the sensitive information. In addition, local

sensitive hash (LSH) is utilized to improve the search efficiency. The security

analysis and experiments show the security and efficiency of the proposed scheme




Advantages

» techniques from security, image processing and information retﬁ\&mains to
achieve secure and efficient searching over encrypte . The proposed
scheme supports local-feature based CBIR with mover’s distance (EMD)

as similarity metric. In particular, a secur ation is designed so that the

cloud server can solve the EMD p he privacy preserved.
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Hardware Requirements

Processor ‘Intel Pentium IV 1GHz

» RAM :256MB (Min) (6)
» Hard Drive :5GB free space QO

» Monitor 1024*768% |nch
» Mouse Scrolbﬁ@ ogitech)
» Keyboard |
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Software requirements

OS : Windows XP/7/8 ‘ 6

Front End : Visual Studio 2010/ neﬁ

Back End ; SQL Server |sql 3.2
Browser : wser
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conclusion

» In this paper, we propose a privacy-preserving content based ima %al
scheme, which allows the data owner to outsource image dat e CBIR
service to the cloud without revealing the actual content e base. Local

features are utilized to represent the images, and ea e? s distance (EMD) is
employed to evaluate the similarity of images.

» We transform the EMD problem so that e& erver can solve the problem
without learning the sensitive inform éln rder to improve the search
efficiency, we design a two-stage st e with LSH. In the first stage, dissimilar
Images are filtered out by pge-filtePtables to shrink the search scope. In the second

stage, the remaining i compared under EMD metric one by one for
refined search resu

»  The security analysis and experiments show the security and efficiency of the
proposed scheme. In the future, we will study how to outsource the feature
extraction to the cloud server so as to further relieve the burden of data owner and
data user.
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