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ABSTRACT

»  Wireless sensor networks (WSNs) are considered to be one of the most important
technologies of the 21st century. As a result, WSNs have been used in numerous
applications in industry, health monitoring, environmental , and other

related fields.

» However, the unprotected nature of WSN as the Ad-hoc On-
Demand Distance Vector (AODV) Prot m prone to malicious attacks.

One such attack is the replay a

» A single sensor node mputatlon and communication capabilities, but
processing ro rgn( ion through data structures with acceptable time and
space C X lead to secure data acquisition and sensing.

» Sensor noedes have limited energy resources, so this attack can have a serious

impact on network functionality. In this work, Bloom filters are used to identify the

legitimacy of a packet.



EXISTING SYSTEM

» Tang et. al. proposed COF (Connectivity based Outlier Factor)
based on link outlier factor chain distance can be %ﬂd by the

average value of chain distance of its all n or point

distance, so as to define the outlier fa g&

» Thus, when the data dlstr arse and some patterns
are distributed, there good effect of outlier detection.
Subsequently ﬁ%d other people proposed DSNOF
(Densn@ Nelghbor based Outlier Factor), which can
furth r

presents the case of deviation.

engthen the effect of outlier detection when COF




PROPOSED SYSTEM

» In this paper, it will firstly introduce the two main

algorithm methods based on LOF, naméd LOF and

COF, then putting focus on the improved

algorithms accordlng to JS tcomlngs of these
m

two kinds of a oreover it analyzes the

time corr{gi e algorlthm in the next chapter

it wi ze the effectiveness of the proposed

algorlthm through the experiment.




HARDWARE REQUIREMENTS

» Processor - Pentium -l

» Speed - 1.1 Ghz |
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SOFTWARE REQUIREMENTS

» Operating System . Windows 8

» Front End : Java /DO
» Database : ISQL




CONCLUSION

» Replay attacks have an inevitable impact on energy

storage 6

» in WSN nodes. They decrease re‘ c'énergy and

increase ' SQ
» exchanged pr % ta messages. Bloom filters

can saI Pﬁy storages in different levels

accor o how big

» the WSN is and how long the path of transmission is.
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