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ABSTRACT

Internet of Things (IoT) 1s an increasingly popular technological trend. The
operation of IoT needs a strong datahandling capacity,where mosgcof the
data 1s sensor data. Limitations associated with measurement

updating, and/or the need to preserve the privacy of d n the
we ensure
y uncertain data,

sensor data being uncertain. Thus, one key challe
the privacy of data collected from IoT de 1

r\a s storage and archival?”.

mising technique that allows the

data stored offshore. In this paper, we

that are being outsourced to the
Searchable encryption (SE) sc
searching over encrypte
propose a secure for encrypted data from IoT devices.
Specificall e Yo morphlc and order-preserving encryption (OPE)
dat lished by the data owners. We then use the k-
ee (KD-tree) to build the data index. Our scheme is designed
re the privacy of the dataset, without affecting the efficiency of
cyword search on the (encrypted) dataset.
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EXISTING SYSTEM

Internet of Things (IoT) i1s an increasingly popular tec gical
trend. The operation of IoT needs a strong dat§1g In

where most of the data is sensor data. Q
measurement, delays in data Q 0

acity,

ssociated with

r the need to preserve

the sensor data being uncertain.

the privacy of data

Thus, one ke ﬁﬁ s “How do we ensure the privacy of data
col c oT devices, particularly uncertain data, that are being
gg&r

ced to the cloud for analysis, storage and archival”.
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PROPOSED SYSTEM

In this paper, we propose a secure range search for enc ;@data

from lIoTdevices. Specifically, we use homo order-
preserving encryption (OPE) to encry ed by the data
owners. We then use the k- d 1 ¢ (KD-tree) to build the

aset. We also demonstrate that our scheme can

data index. Our sc s ned to ensure the privacy of the
dataset, w1t?o ﬁ the efficiency of keyword search on the

performance to demonstrate efficiency.

e both data and query privacy, as well as evaluating its
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CONTINUE

In this paper, we apply OPE and homomorphic encryption si ﬁusly
fro

timg) IoT

to encrypt the sensor data. Data owners obtain uncer

devices. They then use the KD-tree to org To ensure data

privacy, they will use the OPE and h encryptlons to encrypt the
KD-tree and the dataset. Suc ﬁen be outsourced to the cloud.
When users wish t r nge search, they should encrypt the query
and then y to the cloud. When the cloud receives the query, it

search over the KD-tree and return the encrypted results to
Sers.
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HARDWARE REQUIREMENTS

Speed - 1.1 Ghz C“
RAM - 256 MB(min O(‘@
Hard Disk wé
Floppy Drive
Key Boa >$ Standard Windows Keyboard
ﬁ" - Two or Three Button Mouse
onitor - SVGA
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SOFTWARE REQUIREMENTS

Operating System . Windows §

Front End . Java /DOTNES:@C“
Database : M@\Qﬁﬁ L

W



=

CONCLUSION

The diversity and range of IoT devices will grow as they are deployed in a

broader range of applications, ranging from civilian (e.g. s nd

emergency response) to military and battlefield (e(.i ilitary

O
creasing amount of data from the

need to efficiently manage un '
IoT devices. To en X of uncertain IoT data, particularly those

or the edge, we developed an effective indexing

his reinforces the

Things and Internet of Battlefield Thin‘g

outsourCQ
support range searches on multidimensional encrypted data.

ecifically, in the proposed scheme, we used the KD-tree to organize the

objects to improve the retrieval efficiency.
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