


 Recently, privacy preserving data mining has been studied widely. Association rule

mining can cause potential threat toward privacy of data.

 So, association rule hiding techniques are employed to avoid the risk of sensitive

knowledge leakage.

 Many researches have been done on association rule hiding, but most of them

focus on proposing algorithms with least side effect for static databases (with no

new data entrance), while now the authors confront with streaming data which are

continuous data.

 Furthermore, in the age of big data, it is necessary to optimise existing methods

to be executable for large volume of data.

 In this study, data anonymisation is used to fit the proposed model for big data

mining. Besides, special features of big data such as velocity make it necessary to

consider each rule as a sensitive association rule with an appropriate membership

degree.
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executable for large volume of data

 it is infeasible to store this huge amount of data, so the

knowledge extraction should be done real time.

 Boolean logic (versus fuzzy logic) approach to determine

 whether the association rule is sensitive or not.

 • Undesired side effect of hiding sensitive association

rules on

 non-sensitive rules.

 • The impossibility of using in big data analysis.
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 Association rule mining, besides its benefits in discovering unclear relationships between data,

will result privacy violation. Association rule hiding can help to protect sensitive association

rules to be discovered.

 Many different techniques have been considered to hide certain association rules, but most of

them try to select ISs in order to decrease the confidence value to be less than the defined

threshold.

 None of existing approaches can be executed in a parallel and scalable manner, to be

appropriate for big data mining.

 Besides, removing ISs from the database can cause serious information loss as new data

stream arrive. In this research, new big data association rule hiding technique is presented,

which uses fuzzy logic approach, tries to decrease undesired side effect of sensitive rule hiding

on non-sensitive rules in data streams.

 Features such as parallelism and scalability are embedded in the proposed model to provide

the facility of implementing this model for huge volume of data.

 Results show that the proposed model can be more effective in big data mining than existing

rule hiding approaches. As future work, we will try to decrease undesired side effect of the

proposed model to gain less information loss.
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