Achieving Scalable Access Control
Over Encrypted Data for Edge
Computing Networks



ABSTRACT

The concept of Internet of things has raised in the cloud Wing
paradigm as it adds latency when migrating all pﬁ of
f

oached.

from

the network edge to the data center for t
Edge computing has been n eX end the cloud computing
architecture to th work, which analyses most of the

[oT data
c computlng solves the latency problem of data

ﬁ'smg, it also brings issues to the data security and privacy

preservation.

VlC S that produce and act on that data.
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One technique which is potential to provide scalable access.gontrol
to support data security and privacy in edge comput1 @ute-
based encryption.

We, in this paper, propose a notion naipe E)S}E rded 01phertext—
policy attribute-based encryptlon odrces the majority of

the decryption computatlons

ICGS

th outsourced decryption schemes,
tage in that the key distribution does
channels.

not re uE
generic construction of PA-CPABE, and then foramlly
securlty

Compared to the exi 1
PA-CPABE has

In addition, we 1mplement an instantiation of the proposed PA-
CPABE framework to evaluate its performance.
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EXISTING SYSTEM

The 1dea of Internet of Things has become increasingly ular,
which enables various objects including physical dewv, @cles,
buildings and other items with
computing and communication capabi 1t@ oc data.

However, because of limitayg é computation capability,

smart devices sometimes may

battery, storage and

decrease the q ali 1ces and weaken the user experience.

Clo
ftware infrastructure and platform, and delivers
ces to applications at a comparatively small cost, which

has been considered as a promising solution to mitigate the

supplies resources to end wusers 1n

limitation of devices with constrained resources.



PROPOSED SYSTEM

We put forth a primitive called proxy-aided ciphertextpolic;@);te
E

-based encryption to outsource the decryption waukl@ads

ciphertexts to an untrusted proxy but witho g any secure
channels for the key distribution, whi @e mlessly integrated

into the edge computing net @ complish the scalable access
control. 4‘

@%struction for PA-CPABE via which

B &me could be converted from a CPABE scheme,
apply a concrete CP-ABE scheme which satisfies certain

We give

aP P
e

p¥operties into the generic construction of PA-CPABE to obtain a
concrete PA-CPABE scheme.




HARDWARE REQUIREMENTS

® Processor - Pentium —III

* Speed - 1.1 Ghz @C“
* RAM - 256 MB(min 0(‘

* Hard Disk - 20 wé

* Floppy Drive -%44

* Key BoaC Bﬁ Standard Windows Keyboard
04&"& - Two or Three Button Mouse
® Monitor - SVGA



SOFTWARE REQUIREMENTS

® QOperating System  : Windows 8 “
* Front End . Java/DOTNET @C
* Database : Mysql/HEID (‘
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CONCLUSION

Though edge computing facilitates cloud computing in a@ing
the latency problem of data processing, it also b(ﬁs) org ¥ecurity
g

and privacy issues to the existing cloud c@u
p

Due to the fact that attributgﬁ&w

access control for t%m it encrypted forms, ABE has been
widely beligvefyto \be an 1deal solution to protect data security and

r1

work.

1on supports fine-grained

C enarios of cloud computing.

achieve fine-grained access control for the edge computing

environment.
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