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Abstract 

•  As a primary defense technique, intrusion detection becomes more and more 

significant since the security of the networks is one of the most critical issues in the 

world.  

• We present an adaptive collaboration intrusion detection method to 

       improve the safety of a network. A self-adaptive and collaborative intrusion 

detection model is built by applying the Environments classes, agents, roles, 

groups, and objects (E-CARGO) model. 

       The objects, roles, agents, and groups are designed by using decision trees (DTs) 

and support vector machines (SVMs), and adaptive scheduling mechanisms are set 

up.  



•  The KDD CUP 1999 data set is used to verify the effectiveness of the method. The 

experimental results demonstrate the feasibility and efficiency of the proposed 

collaborative and adaptive intrusion detection method.  

• Also, the proposed method is shown to be more predominant than the methods that 

use a set of single type support vector machine (SVM) in terms of detection 

precision rate and recall rate. 



Introduction 

• detection is an important means to guarantee the safety of a network to avoid illegal 

operations that are launched by intruders (such as attackers and hackers) via 

authentication identification [1].  

• An intrusion detection system (IDS) is the most significant tool to ensure the 

security of a network by analyzing the audit data and current state. There are many 

measures to protect a network system, however, most of the conventional methods 

are inefficient.  

• Since some attacks are composed of a series of users’ operations, the users’ 

behavior should be analyzed to detect an intrusion. 

 



Existing system 

• Since some attacks are composed of a series of users’ operations, the users’ 

behavior should be analyzed to detect an intrusion. 

•  users’ actions are divided into normal and abnormal ones to separate the data. 

Then, classification is used to justify the detection result. 

•  As a primary defense technique, intrusion detection 

      becomes more and more significant since the security of the networks is one of the 

most critical issues in the world. 



Hardware requirement 

• Processor  -    Pentium –III 

• Speed   -    1.1 Ghz  

• RAM   -    256  MB(min) 

• Hard Disk  -   20 GB 

• Floppy Drive  -    1.44 MB 

• Key Board    -    Standard Windows  Keyboard  

    

• Mouse                -    Two or Three Button Mouse 

• Monitor    -    SVGA 

•   

 



Software requirement 

• Operating System -   Windows 7/8  

• Application  Server -   Tomcat 5.0  

• Front End   -   JAVA 

• IDE   -   NETBEANS 7.1 

• Back-End  -    HEIDISQL 3.5 

 

 



Proposed system 

•  The experimental results demonstrate the feasibility and efficiency of the proposed 

collaborative and adaptive intrusion detection method. 

•  Also, the proposed method is shown to be more predominant than the methods that 

use a set of single type support vector machine (SVM) in terms of detection 

precision rate and recall rate. In this paper, a collaborative and adaptive intrusion 

detection method based on 2-class SVMs and DTs is proposed. 

•  A detection model called CAIDM is created and implemented.The E-CARGO 

model is used as a tool for describing the intrusion detection and modeling. In this 

paper, roles, groups, and agents are all studied and applied, for instance, the 

response unit role, the suspicious event detection role, the generating suspicious 

event role, etc.. 
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Conclusion 

•  In this paper, a collaborative and adaptive intrusion detection method based on 2-

class SVMs and DTs is proposed. A detection model called CAIDM is created and 

implemented. 

• The E-CARGO model is used as a tool for describing the 

• intrusion detection and modeling. In this paper, roles, groups, and agents are all 

studied and applied, for instance, the response unit role, the suspicious event 

detection role, the generating suspicious event role, etc. A role is assigned to some 

agents. A group (SmallGroup) contains many agents that perform the same role. 

TCP/IP protocols can be decomposed into four categories: TCP, UDP, ICMP, and 

application layer protocols. These protocols include different attributes 
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