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Abstract

As a primary defense technique, intrusion detection re and more

significant since the security of the networks is o odt critical issues in the

world.

We present an adaptive collaborationg &tection method to

improve the safety of a n WO& elf-adaptive and collaborative intrusion
detection model 1s buil %bﬁng the Environments classes, agents, roles,

groups, and objects (E- ) model.
The object(, ro;les agénts, and groups are designed by using decision trees (DTs)

and s A}&

r machines (SVMs), and adaptive scheduling mechanisms are set



experimental results demonstrate the feasibility an 1Cl of the proposed

* The KDD CUP 1999 data set is used to verify the effectiv@é@@/method. The
ic

* Also, the proposed method is shown {o be e predominant than the methods that

collaborative and adaptive intrusion detect%

use a set of single type support YectQr machine (SVM) in terms of detection

precision rate and recall refe!

&



Introduction ‘2&
* detection is an important means to guarantee the safety of agiet @avoid illegal
C

operations that are launched by intruders (such a a and hackers) via

authentication identification [1]. Q

* An intrusion detection system (IDS ost significant tool to ensure the

security of a network by analyzing Wge audit data and current state. There are many
measures to protect a netxo tem, however, most of the conventional methods

are inefficient.

* Since somg attac ¢ composed of a series of users’ operations, the users’

w e analyzed to detect an intrusion.



Existing system

behavior should be analyzed to detect an intrusion.

* Since some attacks are composed of a series of usem@e@yﬁ, the users’

Then, classification is used to justify the dstedgon result.
* As aprimary defense techniquge, i% detection

becomes more and more signiticdnt since the security of the networks is one of the

e users’ actions are divided into normal a ones to separate the data.

most critical issue¥win thd world.
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Hardware requirement

Pentium —II1 ( J
1.1 Ghz
« RAM 256 MB(min) Q

* Hard Disk 20 GB
* Floppy Drive

1.44 MB
« Key Board - StaﬂKv ws Keyboard

e  Mouse % - Two or Three Button Mouse
e  Monitor GA

&

e  Processor

* Speed



Software requirement

* Operating System - Windows 7/8 @
* Application Server - Tomcat 5.0 (g
* Front End - JAVA Q
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Proposed system

e

The experimental results demonstrate the feasibility and ef§fci he proposed

collaborative and adaptive intrusion detection method(%
Also, the proposed method is shown to be m @ inant than the methods that
use a set of single type support vect ine" (SVM) in terms of detection

precision rate and recall rate. In peraa’ collaborative and adaptive intrusion

detection method based on %&s and DTs 1s proposed.

A detection model M 1s created and implemented.The E-CARGO

model 1s usedas ZP describing the intrusion detection and modeling. In this
and agents are all studied and applied, for instance, the

paper, rgle§ gro
respo it role, the suspicious event detection role, the generating suspicious

ev ofe, etc..
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Stepl
svm classifier
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ing a Filter-based feature selection algorithmintrusionDetection\datasetKDDTrain+ arff| _ . 04,0.03,0.01,0.00,0.00,0.00,0.01,0.00, nor

TESTING DATASET

,0.03,0.08,0.00,0.00,0.79,0.29,0.21,0.71,a

sing a Filter-based feature selection algorithmintrusionDetection\datasefKDDTest+ arff| -

12,0.05,0.07,0.00,0.00,1.00,1.00,0.00,0.00
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ID: 22541, actual: anomaly, predicted: anomaly /§S,18,0.07,0.05,0.00,0.00,0.00,0.00,1.00,1.

D: 22542, actual: normal, predicted: normal 86,0.73,0.13,0.00,0.00,0.00,0.00,0.26,0.00

ID: 22543, actual: anomaly, predicted: anomaly

,255,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.

[« AT
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Step 2
Naive bayer
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ID: 22538, actual: anomaly, predicted: anomaly
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255,1.00,0.00,0.00,0.00,0.00,0.00,0.00,0.0

- 5,1.00,0.00,0.01,0.04,0.00,0.00,0.00,0.00,

22250, actual: normal, predicted: normal

[5]

0.00 C
ID: 22539, actual: normal, predicted: normal ID: 22251, actual: anomaly, predicted: anomaly ,10,0.04,0.07,0.00,0.00,0.00,0.00,1.00,1.0

,1.00,0.00,0.20,0.04,0.00,0.00,0.00,0.00,n

ID: 22541, actual: anomaly, predicted: anomaly ID: 22253, actual normal, predicted: normal

5,18,0.07,0.05,0.00,0.00,0.00,0.00,1.00,1.

ID: 22542, actual: normal, predicted: normal ID: 22254, actual: normal, predicted: normal

86,0.73,0.13,0.00,0.00,0.00,0.00,0.26,0.00

ID: 22543, actual: anomaly, predicted: anomaly ID: 22255, actual: normal, predicted: normal

,255,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.

|
|

ID: 22540, actual: normal, predicted: normal ID: 22252, actual: anomaly, predicted: normal
|

‘___ ID: 22256, actual: anomaly, predicted. normal [}

1,0.72,0.06,0.01,0.01,0.01,0.00,0.00,0.00,

RESULTS SUMMARY RESULT SUMMARY RESULT SUMMARY 55,1.00,0.00,0.01,0.01,0.01,0.00,0.00,0.00
total_instances : 22544 7‘ total_instances - 22544 | 1

total_anamoly : 12833 total_anamoly - 255-1-00,0.00,0.00,0.00,0.00,0.00,0.07,0
correct pred: 17913 correct pred : 17160

incorrect predictions : 4631 incorrect predictions : 5384 /§252,0.99,0.01,0.00,0.00,0.00,0.00,0.00,0.0
precision : 96.0 precision : 92.0

recall 0 recall : 63.0 |

,0.08,0.03,0.00,0.00,0.00,0.00,0.44,1.00,a

accuracy : 76.0
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-
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ID: 22542, actual: normal, predicted: normal

ID: 22539, actual: normal, predicted: normal

ID: 22542, actual: normal, predicted: normal

1D: 22543, actual: anomaly, predicted: anomaly

ID: 22540, actual: normal, predicted: normal

ID: 22543, actual: anomaly, predicted: anomaly|

RESULTS SUMMARY
total_instances : 22544
total_anamoly: 12833
correct pred - 17913
incorrect predictions : 4631
precision : 96.0

recall : 65.0

accuracy: 79.0

ID: 22541, actual: anomaly, predicted. normal

RESULT SUMMARY

RESULT SUMMARY

total_instances : 2
total_anamoly : 12833
correct pred - 17160
incorrect predictions : 5384
precision : 92.0

recall : 63.0

accuracy : 76.0
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total_anamoly: 12833
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incorrect predictions : 4001
p n: 9820

recall 474.0

accuracy: 820
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Conclusion

class SVMs and DTs is proposed. A detection modelcailed M is created and

In this paper, a collaborative and adaptive intrusion detec"on‘:r@ ased on 2-
implemented. Q
g

The E-CARGO model is used as a togl fo ribing the

intrusion detection and modeling. By thNs paper, roles, groups, and agents are all
studied and applied, for\n , the response unit role, the suspicious event
detection role, theypgenelatind* suspicious event role, etc. A role is assigned to some
agents. A @;(%’Group) contains many agents that perform the same role.
t can be decomposed into four categories: TCP, UDP, ICMP, and

layer protocols. These protocols include different attributes
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